
Ireland’s Approach to the Governance of Critical 

Infrastructure Resilience

Office of Emergency Planning
12-13 December 2022



2 An Roinn Cosanta | Department of Defence

Government Task Force on 
Emergency Planning

• Ireland has a Government Task Force on Emergency Planning, which is chaired by the Defence 

Minister and includes senior representatives from all government departments and agencies.

• It is responsible for the oversight and coordination of national-level emergency management. 

• However, responsibility for the response to an actual emergency at a national-level remains with the 

lead government department identified in our strategic emergency management framework.

• Amongst, its roles, the Government Task Force establishes subgroups to deal with key issues such as 

emergency communications, risk assessment, planning/exercising and critical infrastructure 

resilience. It also facilitates the development of guidance documents.
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Current Guidance for
Critical Infrastructure Resilience in Ireland
§ Guidance to Government Departments and Agencies, and 

public and private operators of essential services on how to 

identify what is Critical Infrastructure.

§ Adopts a risk based approach that is societal centric and is 

focused on the impact of the loss of services to Irish society 

rather than on the losses incurred to the owner or operator of 

that service.

§ Examples on how to evaluate/quantify the criticality of the 

disruption or destruction of that Critical Infrastructure and 

provides a framework of measures to improve resilience.
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Critical Infrastructure Resilience and 
Government Departments

§ Critical Infrastructure in Ireland encompasses both assets owned and 

operated by the State and those operated by the semi-state and the 

private sector.

§ The primary responsibility for safeguarding a Critical Infrastructure asset or 

system rests with its owner or operator.

§ Government responsibility if to put in place measures to support safer, 

more secure and more resilient Critical Infrastructure

§ Onus on Government Departments to foster links and work closely with all 

operators.

§ Identifying measures to improve the resilience of Critical Infrastructure is 

undertaken by a Government Taskforce Subgroup.
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Methodology
§ Step 1: Lead Government Departments and Agencies in 

consultation with Operators of Essential Services should 

consolidate a list of essential services, which if disrupted or 

destroyed, would have a significant impact on society.

§ Step 2: Having identified essential services, document the assets 

essential for service provision. 

§ Step 3: Identify other infrastructures which are connected with the 

Examined Infrastructure.

§ Step 4: Using a Scenario based approach, determine a Reasonable 

Worst Case Scenario where a service is unavailable due to a 

disruptive shock.

§ Step 5: Evaluate the criticality rating by assigning a score 1 to 5 for 

each impact factor



6 An Roinn Cosanta | Department of Defence

Step 6: Calculation of Criticality Score 
After evaluating and assigning a score from 1 to 5 for each Impact 

Factor, a Criticality Score can be calculated as follows:

§ Ensure all dependencies have been considered in the 
evaluation process before moving to the final calculation 
of Criticality Score.

§ Select the single highest impact score from each Impact 
category (Scope, Severity and Time Related). Only one 
highest score from each category is necessary.

§ Multiply the highest score from each of the three Impact 
categories (i.e. Scope X Severity X Time Related). The 
calculated Criticality Score may range from 1 to 125. 

§ Plot the Criticality Score to determine the overall 
Criticality Level of the infrastructure.
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New Critical Entities Resilience 
Directive

§ The new Critical Entities Resilience Directive creates a framework to support EU Member States in ensuring that critical entities 

are able to prevent, resist, absorb and recover from disruptive incidents, whether they are caused by natural hazards, 

accidents, terrorism, insider threats, or public health emergencies. 

§ It is based on Article 114 of the Treaty on the Functioning of the European Union and aims to enhance the resilience of critical 

entities that provide services essential for vital societal functions or economic activities in the European internal market.

§ Requirements of Directive:

1. Adopt a strategy for enhancing the resilience of critical entities

2. Designate Competent Authority/ies to be responsible for the correct application, and where necessary, 

enforcement of the rules of this Directive, at national level 

3. Designate a national Single Point of Contact for Commission and other Member States

4. Ongoing facilitation of cooperation, and enforcement 
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Enforcement of New Directive
Competent Authority/ies will be expected to:

1. Establish a list of essential services in the sectors specified in the Directive.

2. Carry out risk assessments to identify critical entities.

3. Notify critical entities of their identification.

4. Assist critical entities in meeting obligations.

5. Conduct on-site inspections, offsite supervision, and conduct or order audits. 

6. Instruct the critical entities to take the measures to remedy any infringement. 

7. Provide critical entities with information to support effective response to an incident. 

8. Enforce the rules on penalties applicable to infringements of the national provisions.
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EU Stress Testing of Critical Infrastructure
A new Council Recommendation on a Union-wide coordinated approach to strengthen the resilience of critical 
infrastructure has also been adopted and it says that:

• The potential of conducting critical infrastructure stress tests at national level should be further developed as

such tests could be useful for enhancing the resilience of critical infrastructure.

• There should be a particular focus on the energy sector, given Union-wide consequences stemming from its

possible disruption.

• Stress tests should assess the resilience of critical infrastructure against antagonistic man-made threats.

• But is Stress Testing something new or are we doing it already?
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Exercise or Stress Test?
A Recent National Exercise was conducted in Ireland focused on the Energy Sector. It tested:

§ Operational Plans

§ GAS: Power generation reduction

§ ELECTRICITY: Emergency and rota shedding plans

§ OIL: Supply chain and logistics implications

§ Prioritisation of customers and Critical Infrastructure

§ Crisis Communications

§ Media management

§ Coordinated messaging

§ Stakeholder engagement

§ Emergency response structures and coordinated real-time decision-making

§ Roles of the Operators of Essential Services and Regulatory Authorities at operational level

§ Role of National Emergency Coordination Group at strategic level

§ Information Management between operational and strategic levels
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Thank You For Your Attention

Contact Details: 

oep@defence.ie

www.emergencyplanning.ie
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