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Generative AI Taxonomy
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2024 Homeland Security Threat Assessment

The 2024 Homeland Security Threat Assessment identified 

the following areas where AI is a significant risk factor:

▪Countering Foreign Influence and Disinformation

▪Chemical and Biological Weapons

▪Cyber Attacks

Available at https://www.dhs.gov/publication/homeland-threat-assessment
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A few recent developments
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UK AI Safety Summit

November 2023

Executive Order 14110

October 2023

CISA AI Roadmap 

November 2023

Guidelines for 

Secure AI System 

Development  

November 2023
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CISA’s Lane
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• Cyber defense

• Critical infrastructure protection

• Risk assessment and reduction

See all CISA materials on AI at www.cisa.gov/ai
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President Biden issues Executive Order on AI
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▪ Protect critical infrastructure:

▪ Coordinate AI risk assessment for each critical infrastructure sector (Jan 2024)

▪ Incorporate the National Institute of Standards and Technology’s (NIST) AI Risk 

Management framework into critical infrastructure risk guidance (April 2024)

▪ Cyber defense

▪ Launch operational AI-enabled vulnerability discovery and remediation pilot for 

federal civilian government systems (April 2024)

▪ Share summary report of pilot results (July 2024)

▪ Assure AI systems 

▪ Coordinate with interagency on AI security red teaming guidance (March 2024)

CISA’s Role under Executive Order 14110
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AI Risk Management Framework

8https://www.nist.gov/itl/ai-risk-management-framework

• CISA is incorporating the National Institute of 

Standards and Technology’s (NIST) AI Risk 

Management framework into critical infrastructure risk 

guidance.

• Enhancing AI trustworthiness can reduce negative AI 

risk.

• CISA guidance underscores the characteristics of AI 

trustworthy systems (pictured below).
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CISA Roadmap for AI

9

Purpose

CISA’s AI Roadmap is a whole-of-agency plan aligned with 

national AI strategy to align our cross-agency efforts and 

communicate our role in AI safety and security.  

Areas of Focus

1. Promote the beneficial uses of AI to enhance cybersecurity 

capabilities.

2. Ensure AI systems are protected from cyber-based 

threats.

3. Deter the malicious use of AI capabilities to threaten the 

critical infrastructure Americans rely on every day.

https://www.cisa.gov/resources-tools/resources/roadmap-ai
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Secure AI Guidelines 
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• Co-authored with international partners 

and co-sealed with 21 additional 

international agencies from 18 countries

• Developed in collaboration with industry

• Broken into four key areas:

• Secure design

• Secure development

• Secure deployment

• Secure operation and maintenance
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Where is AI being used at FEMA? 
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3
Planning Assistance for Resilience Communities (PARC): 

FEMA Resilience is leading a DHS-sponsored Generative 

AI pilot to create efficiencies for the hazard mitigation 

planning process (e.g., documenting and plan writing) for 

local governments and focus on increasing the quality and 

impact of their planning.

2
Office of the Chief Financial Officer GPT: FEMA’s Office 

of the Chief Financial Officer is building a Generative AI 

model to automate the generation of draft responses 

to budget questions, seeking to improve quality, 

decrease time to respond, and free up staff resources. 

1
Geospatial Damage Assessments: FEMA’s Response 

Geospatial Office leveraged a custom model built using 

deep learning capabilities to quickly assess damage 

severity following Hurricane Ian.

6 Security Tools: AI is in several FEMA security 

products. For example, Zero Trust exchange platform 
for FEMA Cloud based Network Access Security.

5
Workforce Deployment: FEMA’s Field Operations 

Directorate built a custom model to predict 

staffing demand for an incident, and the degree 

to which available responders can meet demand.

4
Individual and Public Assistance: FEMA’s Recovery 
Directorate uses linear regression and ARIMA time 
series techniques to predict demand for Individual 
Assistance Program Registration Intake & Inspections 
and Public Assistance Program Workload. 

The Federal Emergency Management Agency (FEMA) has several existing AI use cases at various levels of 

complexity and maturity. Examples include:  
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FEMA’s U.S. Fire Administration
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▪ The National Emergency 

Response Information System 

(NERIS) will serve as the platform 

for safely integrating the best 

available, vetted, and validated 

machine learning (ML) and deep 

learning (DL) models for predictive 

local fire analytics and post-fire 

impact assessments that both 

U.S. Fire Administration and the 

American fire service will rely on 

to inform mission critical decisions 

both pre- and post-incident.
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The Emergence of Geoeconomic Risk 



The Logic of Global Economic Relations Is Changing

▪ From interdependence to autonomy

▪ From efficiency to resilience

➢ De-risking

➢ Economic security as national security



How to Make Sense of It?

▪ Market economics a poor guide to the 

transformation underway

➢ Need for a new analytical framework →

Geoeconomics



The Rise of Geoeconomics

▪ The use of economics to advance political 

goals

▪ Economics and security thinking becoming 

interwined

▪ The norms and rules governing the 

international economy uprooted



Using a Geoeconomic Framework to Understand…

▪ How international politics is changing

▪ How international economics is changing

▪ How international business is changing



How International Politics Is Changing:
Geoeconomic Statecraft

• Coercion

• Binding

• Wedging

• Hedging



Geoeconomic Strategies - Coercion

Instruments

▪ Trade sanctions – export-, import controls 

▪ Financial sanctions – debt-, investment restrictions, 

financial embargoes (eg. de-swiftization)

▪ Currency warfare

▪ Asset seizures

Effects

▪ Extra-territorial/secondary effects

▪ Decoupling effects



Geoeconomic Strategies - Binding

▪ Economic alliances (EU, EEU)

▪ Economic aid (Marshall Plan, development aid)

▪ Trade agreements (NAFTA, EU-Mercosur)

▪ Investment agreements (ACIA, bilateral)

▪ Loan programs (World Bank, IMF, BRICS Bank)

▪ Infrastructure alliances and projects (BRI)



Geoeconomic strategies - Wedging

Economic sticks and carrots

▪ Manipulating export prices 

(GASPROM)

▪ Selective economic accomodation 

(NORD Stream)

▪ Corruption networks (Laundromat)



Geoeconomic strategies - Hedging

▪ Resilience (CER directive)

▪ Diversification (Critical Raw Materials act)

▪ Supply security (LNG)

▪ Self-sufficiency (Chips Act)



How International Economics Is Changing:
Geoeconomic Trends

▪ Weaponization

▪ Securitization

▪ Balkanization



Geoeconomic Trends - Weaponization

Economic policy used as a strategic weapon

▪ New financial sanctions with extraterritorial effects

▪ Sanctions against companies and individuals

▪ Companies used for espionage

▪ Strategic corruption

➢ Vulnerability to sanctions, corruption and  espionage
increasing



Geoeconomic Trends - Securitization

Security-sensitiveness increasing

▪ Investment screening (inbound and outbound)

▪ Export controls 

▪ Science and technology cooperation restrictions

▪ Data localization regulations

▪ Critical infrastructure protection regulations

▪ Reshoring subsidies

▪ New industrial policy

➢ Broader state intervention in strategic sectors



Geoeconomic Trends - Balkanization

Disintegration of global economic networks into smaller 

ecosystems

▪ Decoupling of global value and supply chains

▪ Competition over technical standards and norms

▪ Competing economic and technological ”spheres of 

interest”

➢ ’Gated globalization’…?



From Market Capitalism to Strategic Capitalism

Market 

Capitalism

Strategic 

Capitalism
State Capitalism

State Intervention
Scope Limited Selective Broad

Driver Economic Security Political 

State-Corporate 

Relations Distant Varied Close



Impact on Supply Chains

▪ Market access

▪ Technology development and transfer

▪ Sourcing of raw material

▪ Access to talents

▪ Supply chain reorganization



Market Access

▪ "No go markets" limit strategic options

▪Risk of stranded assets

▪Crowding-out effect due to "made in" 

policies



Technology Development and Transfer

▪ Loss of critical technology partners

▪Risk of being caught in "digital/data 

traps"

▪Outbound investment screening to limit 

technology cooperation with third 

parties



Sourcing of Raw Materials

▪Significantly increasing price 

fluctuations

▪ Loss of access to critical raw materials

▪Risk of increasing dependence on few 

suppliers



Access to Talents

▪ Loss of access to critical expertise

▪Growing risk of espionage

▪Risk of C-level "geoeconomic 

decapitation" due to export license 

requirements



Supply Chain Reorganization

▪Public policies risk offsetting market 

signals

▪ Friend-shoring risk undermining 

diversification

▪Corporate capacities risk becoming 

overstretched



Thank You!

mikael.wigell@fiia.fi
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