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Policy context 

Natural hazards, cyber-attacks, terrorism and hybrid threats may severely disrupt increasingly 
interdependent critical infrastructures, requiring holistic systems approaches to boost their resilience. 
The interconnectedness of supply chains, technological and financial systems that form the foundation 
of the global economy increases critical infrastructure exposure and vulnerability to unanticipated 
events. A single shock event can yield negative impacts across sectors and borders, generating 
systemic risks. Systems approaches are important to strengthen the resilience of complex and 
dynamic critical infrastructure networks. A more holistic approach to disaster risk management across 
the entire infrastructure life cycle is needed in order to mitigate potential cascading impacts of 
infrastructure disruptions. To design effective resilience policies a systems approach provides key tools 
to understanding the interactions between infrastructures and sectors. 

Innovation, digitalisation and a changing risk landscape require adjustments to public policies to 
continually ensure resilience of critical infrastructure. Many countries have defined critical 
infrastructure sectors, established an inventory of assets and set-up regulations, national programmes 
or incentive mechanisms to strengthen the resilience of critical infrastructure to shock events. 
Nonetheless, the diversity and complexity of shock events and increased interdependencies between 
systems, mainly due to digitalisation and the emergence of global value chains, continue to pose new 
concerns that policies need to account for. In parallel, the fast pace of innovation continues to 
transform critical infrastructure sectors with in-built complexities and unprecedented potential for 
domino effects.   

The need to renew a significant stock of infrastructure in mature economies and growing infrastructure 
needs in emerging economies call for a critical rethink of critical infrastructure policy to fully integrate 
resilience. With infrastructure investments on the rise globally comes a great opportunity to re-
evaluate critical infrastructure policies across OECD countries and beyond. Strategic thinking is 
required to integrate resilience upfront in the infrastructure design, and also in the maintenance of 
existing infrastructure. What is the role for governments in boosting critical infrastructure resilience? 
How can critical infrastructure operators – public and private – be engaged in strengthening their 
resilience efforts? How can government and operators share the costs of resilience investments? How 
can governments and operators avoid the infrastructure investment traps and keep maximum 
flexibility to ensure resilience in the future? These are key governance issues that governments are 
confronted with when designing their critical infrastructure policy.  

Reinforced partnerships between public and private operators and stakeholders, and the scientific 
community are fundamental to the effective governance of critical infrastructure resilience. Engagement 
across stakeholders between public and the private sectors in an open dialogue can help overcome 
challenges and promote effective critical infrastructure resilience and security policies. Knowledge and 
insights from the scientific community can support policy makers and private operators. This wealth of 
knowledge spreads from detailed modelling approaches to high level risk and resilience assessment 
frameworks. A tiered approach leveraging existing knowledge and tools in multi-stakeholder 
information sharing and cooperation platforms could help reconcile different objectives and 
knowledge bases with the need to increase resilience.  
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OECD – JRC joint workshop on critical infrastructure 
resilience and security 

The joint workshop by the OECD Public Governance Directorate, in the context of its High Level Risk 
Forum, and the Joint Research Centre of the European Commission invites experts from critical 
infrastructure operators, the policy community and academia to exchange on risks threatening critical 
infrastructure, discuss interdependencies, and share good policy practices for strengthening the resilience 
of these interconnected networks.  

The OECD High-Level Risk Forum brings together policy makers from government, practitioners from 
the private sector and civil society, and experts from think tanks and academia to identify and share 
good practices in risk governance. Its work is underpinned by the OECD Recommendation on the 
Governance of Critical Risks, adopted by the OECD Council in 2014, which acknowledges the 
importance of critical infrastructure resilience and security as a key element of national resilience. The 
development of an OECD Good Practice Framework for critical infrastructure resilience will benefit 
from the discussions at this workshop.  

The Joint Research Centre brings a unique scientific approach to the discussions, creating momentum 
to link policy development to scientific insights. As coordinator of the European Reference Network 
for Critical Infrastructure Protection (ERNCIP) the JRC will contribute academic perspectives to critical 
infrastructure resilience, underpinned with modelling and simulation tools that illustrate 
interdependencies in critical infrastructure networks leveraging its ongoing activities on resilience, 
digitalisation, cybersecurity and hybrid threats. 

This meeting is open to participation from experts, policy makers, critical infrastructure operators, and 
civil society representatives. The workshop aims to stimulate a comprehensive dialogue among 
stakeholders to address the multiple facets of critical infrastructure resilience. The workshop will 
provide an opportunity to exchange on existing tools and practices, to consider the role of data, 
models and methodologies for risk assessments and policy design, and to identify governance gaps in 
critical infrastructure resilience. The goal of the discussions will be to share and identify good practice 
for critical infrastructure resilience to strengthen evidence-based policy-making. 

 

 

Additional information 

For more information on the workshop, please contact Charles.Baubion@oecd.org and 
Georgios.Giannopoulos@ec.europa.eu 

For logistical issues, please contact Elisabeth.Huggard@oecd.org. 
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Evolving risks in interdependent systems: the need for 
boosting critical infrastructure resilience 

24 September 2018 

9h00 – 9h30  Welcome coffee and tea 

9h30 – 9h50  Opening remarks                                                                                                                       Room CC6 
- Ms. Irène Hors, Deputy Director of Public Governance, OECD  
- Ms. Alessandra Zampieri, Head of Unit, Space Security and Migration Directorate, EU 

Joint Research Centre 

9h50 – 10h30  Keynote: future infrastructure and resilience    Room CC6 

This keynote speech will provide an introduction on the future of infrastructure, which is 
fundamentally changing due to the on-going digital transformation. It will highlight the existing 
opportunities to make best use of these transformations and of the wave of upcoming infrastructure 
investments to strengthen overall resilience of the critical and interdependent systems that sustain 
societal well-being.  

- Prof. Stephen Flynn, Director, Global Resilience Institute, Northeastern University

Developing the tools for a systems approach to critical infrastructure resilience: 

Fostering critical infrastructure resilience requires a good understanding of how disruptions can affect 
systems and how system interdependencies can amplify their impacts. From the identification of 
critical assets to the understanding of their vulnerabilities to shock events, diverse tools and methods 
exist to assess how risks can cascade through interconnected networks and to monitor their economic 
consequences.   

10h30 – 11h30  Session 1:  A systems approach to risk assessment: assessing all hazards throughout the 
infrastructure life cycle                                                                                                                                         Room CC6 

This session will present examples of how risk assessment is conducted for critical 
infrastructure resilience for specific risks and hazards. It will highlight the methods used for 
climate, cyber or security risks. While these methods differ, the session will provide an 
opportunity for sharing and understanding the similarities that can be leveraged for an all 
hazards approach to critical infrastructure risk assessment. 

Moderator: Dr. Georgios Giannopoulos, EU Joint Research Centre 
Panellists: 

- Prof. Enrico Zio, Politecnico de Milano 
- Prof. Mike Corcoran, Cyber Security Centre, the University of Warwick 

11h30 – 11h45 Coffee break 
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11h45 – 13h00 Parallel session 2A: Mapping interdependencies between critical infrastructure sectors 
and assessing systemic risk                                                                                                                                    Room CC6 

Mapping interdependencies among and between sectors is crucial to understanding the 
critical risks faced by infrastructure systems. The mapping requires a systematic approach 
based on common standards and metrics. This session will present methods and models to 
identify the critical systems and assets that should be prioritised for resilient investments.  

Moderator: Mr. Charles Baubion, Directorate for Public Governance, OECD 
Panellists: 

- Dr. Erich Rome, Fraunhofer Institute for Intelligent Analysis and Information Systems 
- Mr. Duane R Verner, Global Security Sciences Division, Argonne National Laboratory 

11h45 – 13h00 Parallel session 2B: Innovative approaches to assessing infrastructure resilience: 
developing indicators and data for smart infrastructures                                                                     Room CC13 

Once priority nodes and hubs are identified, there is a need to assess their resilience and to 
compare actual and expected results. Developing resilience indicators for infrastructure assets 
and systems enables the best comparison. This session will present a series of critical 
infrastructure resilience indicators, a method to measure them, as well as the related data 
requirements.   

Moderator: Mr. Stéphane Jacobzone, OECD Secretariat 
Panellists: 

- Prof.  Aleksandar Jovanović, Chief Executive Officer, European Virtual Institute for 
Integrated Risk Management (EU-VRi) 

- Dr. Stefan Hochrainer-Stigler, Risk analysis and modelling lead, International Institute 
for Applied System Analysis  

- Dr. Igor Linkov, US Army Corps of Engineers & Carnegie Mellon University 

13h00 – 14h15 Buffet Lunch 

Strengthening the understanding of sectoral vulnerabilities and challenges 

14h15 – 16h30  Session 3: Parallel working groups:  Sector-specific critical infrastructure resilience 
dialogue 

Participants will separate into working groups focused on different sectors of critical 
infrastructure. The groups will discuss sector-specific vulnerabilities as well as cross sectoral-
challenges, with a view towards identifying good practices. Each of the working groups will aim 
to produce key messages which will be brought to the plenary to identify shared cross-sectoral 
challenges. 
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Working group A: Energy 
Facilitator: Mr. Charles Baubion, OECD Secretariat 
Introductory presentations: 

- Ms. Kathrin Stolzenburg Critical Infrastructure Adviser, Federal Office of Civil Protection and 
Disaster Assistance, Germany  

- Mr. Ricardo Messias, Responsible for business continuity, Energias de Portugal 
Questions for break-out discussion 

- Who is best placed to map the interdependencies in the energy sector and between energy 
and other critical infrastructure sectors?  

- What concrete examples are there of such mappings being used to inform decisions in 
policies to increase resilience and security? How could they be used for these purposes? 

- What are the benefits of adopting a system-level approach to energy infrastructure 
resilience compared to an asset-centered approach? 

- How best can governments and operators partner to shape policies for greater resilience in 
the energy sector?  How can safety and security be combined to minimise costs and add 
value to future investment?   

Working Group B: Water 
Facilitator: Mr. Jack Radisch, OECD Secretariat 
Introductory presentations: 

- Mr. Loïc Fauchon, Honorary President of the World Water Council and President, Société des 
Eaux de Marseille  

- Dr. Cees van de Guchte, Deltares, the Netherlands  

Questions for break-out discussion 
- Who is best placed to map the interdependencies in the water sector and between water 

and other critical infrastructure sectors?  
- What concrete examples are there of such mappings being used to inform decisions in 

policies to increase resilience and security? How could they be used for these purposes? 
- What are the benefits of adopting a system-level approach to water infrastructure resilience 

compared to an asset-centered approach? 
- How best can governments and operators partner to shape policies for greater resilience in 

the water sector?  How can safety and security be combined to minimise costs and add 
value to future investment? 

Working group C: Transport 
Facilitator: Mr. Stéphane Jacobzone, OECD Secretariat 
Introductory presentations: 

- Mr. Jean-Luc Planchet, Defense and security officer, SNCF Réseau 
- Mr. Zoltán Székely, Hungarian Academy of Science  

Questions for break-out discussion 
- Who is best placed to map the interdependencies in the transport sector and between 

transport and other critical infrastructure sectors?  
- What concrete examples are there of such mappings being used to inform decisions in 

policies to increase resilience and security? How could they be used for these purposes? 
- What are the benefits of adopting a system-level approach to transport infrastructure 

resilience compared to an asset-centered approach? 
- How best can governments and operators partner to shape policies for greater resilience in 

the transport sector?  How can safety and security be combined to minimise costs and add 
value to future investment? 

Room CC6 

Room CC13 

Room CC15 
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16h30 – 16h45 Coffee break 

16h45 – 18h00 What have we learned? 
Identifying good practices to foster critical infrastructure resilience 

Moderator: Mr. Jack Radisch, OECD Secretariat 

Panellists: 
- Mr. Loïc Fauchon, Honorary President of the World Water Council and President, 

This session will bring together the outcomes of the first day of the workshop. It will benefit 
from a presentation of the results of the OECD survey on critical infrastructure security and 
resilience, and from the insights of the working group. The goal is to allow a free-flowing 
discussion among experts and policy makers to identify good practice.  

18h00 – 20h00 Cocktail reception 

Room CC6 

Société des Eaux de Marseille 

- Mr.  Ricardo Messias, Responsible for business continuity, Energias Portugal 

- Mr. Philippe Crist, Advisor Foresight and Innovation, International Transport Forum
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Mobilising policy instruments for critical infrastructure 
resilience 

25 September 2018

08h30 – 09h00 Welcome coffees and tea 

09h00 – 10h00               Keynotes: How can countries mobilise all policy instruments for critical infrastructure 
resilience? Lessons from the United States and the Netherlands     Room CC6 

These keynotes will offer an overview of how a country can mobilise a range of policy 
instruments, including regulation, budgets, information and knowledge sharing and nudge to 
promote infrastructure resilience.  

- Mr. Bob Kolasky, Director, National Risk Management Center, National Protection and 
Programs Directorate, US Department of Homeland Security 

- Mr. HP Schreinemachers, Director Analysis and Strategy, National Coordinator for 
Security and Counterterrorism, Ministry of Justice and Security, the Netherlands 

10h00 – 10h15  Coffee break 

Strengthening the understanding of specific risk vulnerabilities and challenges 

10h15 – 12h00  Session 4: Working groups:  Addressing new frontiers in critical infrastructure resilience 

These working group sessions will discuss new frontiers in infrastructure resilience, addressing 
issues related to cyber risks, supply chain risks or insider threats. The goal will be to discuss 
the new emerging vulnerabilities and challenges and the policy responses and good practices 
that can be implemented to address these issues. The results will feed into the final policy 
roundtable.  

Working group A: Cyber risks 

Facilitator: Dr. Georgios Giannopoulos, EU Joint Research Center 
Introductory presentations 

- Dr. Stefan Brem, Critical Infrastructure Protection Coordinator, Switzerland 
- Dr. Pierre Kobes, Siemens AG 

Questions for break-out discussion 
- What aspects of cyber risks cut across the different critical infrastructure sectors?  
- What certification schemes have been useful to strengthen mitigation measures for cyber 

risks in critical infrastructure? 
- What are the most effective ways to raise awareness and train personnel with respect to 

cyber risks in critical infrastructure sectors?  
- What policy tools would work best to reduce cyber vulnerabilities of critical infrastructures: 

regulation, information-sharing or financial incentives?  

Room CC13 
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Working group B: Supply chain risks 

Facilitator: Mr. Charles Baubion, OECD Secretariat 
Introductory presentations 

- Ms. Elizabeth Kozey, Deputy Chief of Staff, National Risk Management Center, US 
Department of Homeland Security 

- Mr. Ryan Schwartz, Critical Infrastructure Policy Development, Public Safety Canada 
Questions for break-out discussion 

- What are the different types of supply chain risks to be considered in a comprehensive 
approach to critical infrastructure resilience? 

- How can we assess the key vulnerabilities in supply chains of critical infrastructure 
operators?  

- What are the best practices for institutionalising supply chain risk management in 
procurement for critical infrastructure sectors?  

- How best to allocate risks and liabilities exposure along CI supply chains and where to draw 
the boundaries on which parts of the supply chain to consider in CI resilience policies? 

Working Group C: Insider threats 

Facilitator: Mr. Jack Radisch, OECD Secretariat 
Introductory presentations 

- Mr. Laurent Ducamin, General Secretariat for Defence and National Security, France 
- Mr. Georgios Eftychidis, Greek Center for Security Studies 

Questions for break-out discussion 
- How aware are critical infrastructure operators about the risk of insider threats?  
- What measures are useful to mitigate the risk of insider threats in critical 

infrastructure?  
- What are the main obstacles to implement such measures?  
- What is the role for governments in these mitigation measures? 

12h00– 14h Lunch 

A special event of the OECD New Approaches for Economic Challenges on “ADVANCING 
SOCIETAL RESILIENCE: The role of systems thinking for critical infrastructure security” will be 
held during lunch from 12:15 to 13:45 in Room CC15. 

Sandwich boxes will be offered in room CC6 at 12h00 

Room CC6 

Room CC15 
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Better policies for critical infrastructure resilience - developing a good practice toolkit 

14h00-15h30 Parallel Session 5A: Setting up information sharing platforms for critical 
infrastructure resilience: success factors and bottlenecks           Room CC13 

This session will discuss the success factors and bottlenecks in setting up information sharing 
platforms. The goal is to ensure security and confidentiality and a trusted environment of 
exchange between governments and critical infrastructure operators. The discussion will focus 
on how to build trust between stakeholders and to ensure that governments can have a 
holistic view of critical infrastructure vulnerabilities. The discussion will also address how to 
ensure infrastructure operators can benefit from such risk information.  

Moderator: Mr. Georgios Giannopoulos, EU Joint Research Center 
Panellists: 

- Mr. Mikko Vähä-Sipilä, International Relations Manager, National Emergency Supply 
Agency, Finland  

- Mr. Adrián Nieto Muratalla, Deputy Manager International Linkage on Disaster Risk 
Management, Ministry of the Interior, Mexico 

- Mr. Michael Rogge, Head of Security Management, Amprion GmbH 

Operators have a keen interest in maintaining the continuity of their services and their 
reputation by investing in resilience. However investments in resilience often imply costs up 
front, even if these should be compensated in terms of greater reliability of service and 
resilience to shocks. The question is how to find the right balance. Excessive requirements 
imposed by governments to strengthen resilience can result in additional costs of service 
borne by customers, citizens and businesses. This session will discuss how governments can 
best mobilise and tailor public policy instruments to provide effective incentives for operators 
to invest in resilience, while managing the repercussions on the cost of service.  

Moderator: Dr. Richard Smith-Bingham, Director, Global Risk Center, Marsh & McLennan 
Companies 
Panellists: 

- Prof. Dieter Helm, Oxford University, UK (via Video))  
- Mr. Tomasz Szewczyk, European Network of Transmission System Operators

15h30 – 15h45 Coffee break 

14h00-15h30 Parallel Session 5B:  How can countries invest in critical infrastructure 
resilience and how should costs be shared?       Room CC6
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15h45-17h15 Policy Roundtable: Governing critical infrastructure resilience: How can system-thinking 
support countries’ policy design and implementation?                                                                               Room CC6 

Moderator: Mr. Stéphane Jacobzone, Deputy Head of Division, Public Governance Directorate, OECD 
Roundtable speakers: 

- Mr. Pascal Bolot, Prefect, Director for State Protection and Security, General 
Secretariat for Defence and National Security, France 

- Ms. Eva-Maria Engdahl, Head of Sector – Protection Terrorism and Radicalisation, DG 
Home, European Commission 

- Mr. Bob Kolasky, Director, National Risk Management Center, National Protection and 
Programs Directorate, US Department of Homeland Security 

This session will offer an opportunity for a high level policy exchange with a roundtable of 
policy-makers to discuss how to tackle critical infrastructure resilience, drawing on concrete 
experiences from countries. It will also draw on the results of the breakout sessions and other 
thematic discussions held during the day. This will help to frame the way forward in terms of 
identifying good practices that enable and strengthen critical infrastructure resilience. The 
outcome of the discussion will feed into the development of an OECD Good Practice 
Framework for critical infrastructure resilience.  

Questions for discussion: 

‒ What should be the key elements of a policy framework for the resilience of critical 
infrastructure?  

‒ What are the benefits of an all-hazard and threat approach? 
‒ What are the best ways to engage critical infrastructure operators in a shared 

understanding of the requirements for resilience and in implementing needed actions?  
‒ What are the most effective policy tools to foster investments in critical infrastructure 

resilience? 

17h15-17h30 Closing and next steps   Room CC6 

‒ JRC 
‒ OECD Secretariat 




